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Goal of my PhD thesis

Adopt Logic Programming to:
Define specification languages for 
interaction protocols
Provide a semantics for protocol definitions
Be able to verify interactions
Be able to prove properties about protocols 
(starting from the specifications)
Be able to “execute” a protocol 
specification
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Outline of the presentation

Protocols and Protocol Definition 
Languages
The SOCS project, the SCIFF 
language and the proof procedure
Proving properties – current approach
Future research directions
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Interaction protocols

Protocols have been widely studied in 
distributed systems
Protocols play the principal role in 
heterogeneous systems
Protocols are key components in 
multi-agent systems
Security protocols are a main issue 
for networks applications
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Formalisms for specifying protocols

To cite some:
Finite state machine diagrams
Coloured Petri Nets
AUML / AML
Message Sequence Charts
Model Checking languages (ProMeLa & 
AVISPA project)
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Protocol Definition Languages –
some desired features

Easy to use for humans (graphic formalisms?)
Sufficient expressiveness
Formal semantics
Ability to abstract away from participants’ internals
Executability of the definition (support for direct 
implementation of peers)

Ability to prove specific/general properties

Use of the same formalism for each step of the design 
and implementation process

Provide a single framework for the protocol 
designer - programmer
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My research work

Within the SOCS european project, and 
with my colleagues:

Definition of a general framework for 
agent societies
Definition of a protocol definition language 
(extendible to generic protocols)
Tools have been implemented for 
specifying, testing and verifying  protocols
Several application domains studied
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The SOCS abductive framework

A language for protocol definition (the 
SCIFF language)
An abductive proof procedure that it is 
able to determine if a given interaction 
is compliant with a given protocol 
definition
A tool (SOCS-SI) that can be used for 
on-the-fly conformance checking
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The SCIFF language: Events

happened events (ground)

H(Desc, T ime)

HAP

H(tell(bob, alice, bid(pen, 1 $), auc1), 3)

Desc (term)
Time (integer)
E.g.:
Bob tells Alice that he bids 1$ for the pen in 
auction auc1 at time 3
Events compose a history
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The SCIFF language: Expectations

Events that should / should not happen

Eg
Alice should answer to Bob’s bid, after time 3

Eg
No agent should place a bid to Alice for the pen in 

auction 1 for less than 1$, after time 3

Expectations compose the set EXP (∆)

E(Desc, T ime) EN(Desc, T ime)

E(tell(alice, bob, answ(A, pen, 1$), auc1), TAns), TAns > 3

EN(tell(B, alice, bid(pen,P), auc1), TBid), Tbid > 3, P < 1$
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The SCIFF language: Syntax
Social Organization Knowledge Base (SOKB)

clauses Atom Cond
Cond: conjunction of literals, constraints, 
expectations

Social Integrity Constraints (ICs)
Body Head
Body: conjunction of literals defined in SOKB, H, 
E, EN and CLP constraints
Head: a disjunction of conjunction of E, EN
literals and CLP constraints
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A protocol example

H( tell( A, B, openauction(Item,TEnd,TDeadline), D), TOpen)
--->
E( tell( A, B, closeauction, D), Tend)
/\ Tend > Topen.

If agent A tells to agent B that an auction 
has been opened, then A is expected to tell 
(later) to B that the auction is closed.
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Fulfillment and Violation

H( tell( A, B, openauction(Item,TEnd,TDeadline), D), TOpen)
--->
E( tell( A, B, closeauction, D), Tend)
/\ Tend > Topen.

Each positive expectation that is confirmed 
by a corresponding event is declared 
“fulfilled” (the opposite holds for negative 
expectations)
If some expectations are not fulfilled, hence 
the protocol has been violated.
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The SCIFF Proof Procedure

Generation of expectations
Abduction of literals with universally quantified 
variables
Dynamically happening events
CLP constraints on variables (both existentially 
and universally quantified)

SCIFF: Extension of the IFF  
abductive proof-procedure 
[Fung-Kowalski]



ICLP - Sitges
Monday, 3rd October 2005

SCIFF Properties

Soundness, for allowed programs
Completeness, for allowed programs, 
under some syntactic conditions
Termination, for acyclic programs
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My current research activity
From the protocol specification →
prove protocol properties

Desired features:
Use of a single formalism for defining, proving 
properties about, testing protocols
Properties expressed using the same formalism
Ability to generate counter-examples
Ability to reason with partially instantiated 
interactions
Executability
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Some basic questions…

How to represent a property?
Which properties are we going to 
represent (general/specific/both)?
What does it mean that “a property 
holds for a protocol”?
How are we going to prove 
properties?
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Current approach: re-use the SCIFF 
approach

It can abduce literals containing variables
It can abduce literals with universally quantified 
variables (EN)
It supports CLP constraints
General enough to express a wide variety of 
protocols (not only MAS!)
Tools already available for the on-the-fly 
verification of compliance

Pragmatic motivations: we have it, it works, we 
like it!
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Representation of the properties

A proposal:
Properties are represented in terms of 
events that are expected to happen/ 
not to happen

In the MAS scenario, properties are defined in 
terms of which messages should/shouldn’t be 
exchanged, possibly with constraints about the 
content, time , etc.

P u E(p1) ∧ . . . ∧ E(pn) ∧ EN(pn+1) ∧ . . . ∧EN(pm)
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A property P holds…

∀HAPSOKB ∪HAP ∪EXP |= ICS
EXP is fulfilled, ¬, E-consistent

¾
⇒

Univesally if:

Existentially if:

⇒ SOKB ∪HAP ∪EXP |= P

∃HAPi s.t. SOKB ∪HAPi ∪ EXP |= ICS
EXP is fulfilled, ¬, E-consistent
SOKB ∪HAPi ∪ EXP |= P
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The “existential” approach…
We have decided to adopt an “existential” approach. Given:

A protocol definition through ICs
A property definition P

we would like to answer the question:

Does there exist an interaction compliant 
to the protocol, s.t. P holds?

In this way it is also possible to disprove properties by 
refutation:

∃Hi s.t. it is compliant with ¬ P?

Hi would represent the counter-example… much more 
interesting!
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An example…

Given the protocol:

H(event1(X), T1) ∧ H(event2, T2) →
E(event3(X), T3).
Given the property

P ≅ E(event1(X), T1) ∧ E(event2, T2)

Which are the interactions that are compliant 
with the protocol, and for which P holds?
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An example…
H1={h(event1(a), 1), h(event2, 2), h(event3(a), 3) }
H2={h(event1(b), 1), h(event2, 2), h(event3(b), 3) }
H3={h(event1(a), 1), h(event2, 2), h(event3(a), 3),
h(event1(b), 4), h(event2, 5), h(event3(b), 6) }
…

How can we generate compliant histories?
A proposal: extending the SCIFF by adding the 
integrity constraint:

E(X, T )→ H(X, T )
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Some issues…
If we want to disprove properties, we 
must be sure that:
if a compliant history does exist, then we are 

able to generate it

We need also a way for representing 
compliant history “intensionally” …
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Other ideas for the near future

Besides the main problem of proving 
properties, other interesting issues 
are:

Protocol compositionality and resulting 
properties
Protocol executability: under which 
(syntactic) constraints a protocol can be 
directly executed by an agent?
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Thanks for the attention!

Questions?
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SCIFF semantics…

SCIFF: abductive semantics

∀p,E(p)→H(p) ∀p,EN(p)→ notH(p)

Coherence of set EXP

Compliance to protocol

SOKB ∪HAP ∪EXP |= G SOKB ∪HAP ∪ EXP |= IC

∀p,E(p),EN(p) 6∈ EXP
∀p,¬E(p),E(p) 6∈ EXP ∀p,¬EN(p),EN(p) 6∈ EXP
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SCIFF semantics…

SCIFF: abductive semantics
KB ∪∆ |= G KB ∪∆ |= IC

∀p,E(p),EN(p) 6∈ ∆
∀p,EN(p),¬EN(p) 6∈ ∆

∀p,E(p)→H(p) ∀p,EN(p)→ notH(p)

Coherence of set ∆

Compliance to protocol

∀p,¬E(p),E(p) 6∈ ∆


