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Abstract

Wireless portable devices and ubiquitous service
access points are enabling pervasive scenarios where a
plethora of different client terminals expect to access
services while roaming from a network locality to anot-
her one and between different local service providers.
Within this usage perspective, there is the need for ex-
tending accounting functions to include also the possi-
bility to charge clients for application-level resource
consumption, i.e., application domain accounting. The
paper claims that application domain accounting of ro-
aming services requires extending the fixed Internet in-
frastructure, where and when needed at service provi-
sioning time, with mobility-enabled monitoring, proces-
sing, pricing and charging functions. We propose an ac-
counting middleware solution capable of evolving
dynamically in dependence of the exhibited mobility
patterns of Wi-Fi client devices. The presented solution
is based on the Mobile Agent (MA) implementation
technology, on portable mechanisms for quality monito-
ring, and on portable mechanisms for achieving the vi-
sibility of IEEE 802.11b client roaming at the
middleware level to automatically trigger the migration
of the needed middleware components.

1. Introduction

The spectrum of Internet-based services offered to
final users is continuously enlarging, by considering
service provisioning to clients connected to either fixed
networks or mobile ones. In addition, the organization
requirements connected to the increasing capabilities of
wireless access devices are deeply modifying the service
provisioning process. On the one hand, 3G mobile net-
works should support services that present the same ri-
chness and variety of the ones provided to fixed envi-
ronments. On the other hand, the availability of very
heterogeneous portable devices is likely to change some
aspects of service provisioning, for instance by forcing
to consider service delivery anywhere and anytime with

an ad-hoc dynamic adaptation to the properties of the
current access terminals.

This new perspective calls for services that can be
provided to users while they roam in a globally distri-
buted network with their wireless portable devices con-
nected to local/global service providers (SPs) [1, 2].
Client roaming is a widely common telecom service
functionality, which is supported by most cellular phone
operators; we claim that a similar concept of client roa-
ming needs to be extended to the emerging novel classes
of Internet-based mobile services. Similarly as a phone
user roams and seamlessly passes between possibly dif-
ferent network operators, roaming customers of Internet-
based mobile services should subscribe to a specific ser-
vice and should have the possibility to connect to the
most suitable SP available, e.g., depending on the client
location. Let us consider a city guide service allowing
clients to get information about shops, restaurants, and
cinemas. A user should have the possibility to subscribe
to one single SP providing the city guide, and to access
the service even while roaming in other cities where ot-
her SPs offer a similar service. In addition, tourist in-
formation should be dynamically adapted to fit the spe-
cific access device visualization capabilities and should
be filtered according to the specified/exhibited user pre-
ferences. In the following, we indicate such novel class
of services as Roaming Services.

Roaming service scenarios raise several challenging
issues to investigate and solve. The paper specifically
explores the accounting area, i.e., how to collect and
manage the resource usage information in roaming ser-
vice provisioning for charging and billing purposes. The
resources to be considered in the accounting process are
very heterogeneous in nature and in their possible im-
plementation, spanning from used network bandwidth to
consumed processor time and memory, from the size of
actually received data to the exploited functions for
dynamic adaptation. In the provisioning of roaming ser-
vices, we can distinguish between the accounting part
related to pure network connectivity and the accounting
part associated with application-level service aspects.
For instance, in the city guide service, the network ope-
rator can be interested in accounting roaming users for
the time they exploit the network connectivity, but also
the guide SPs can require to account them for the
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amount (number of pages), the quality (tex-
tual/multimedia  presentation), the access mode
(with/without adds), and the dynamic adaptation
(downscale of image resolution or format conversion) of
the service contents.

This suggests a separation between network domain
and application domain, as defined in the UMTS speci-
fications [3]. In general, the network domain defines the
management aspects related to the access to the network
infrastructure and to the transport-related issues, such as
traffic control. The application domain considers the
management properties of the service per se and possi-
ble additional requirements stemming from the specific
contents provided (text, audio stream, video stream, ...).
The two domains motivate also different approaches and
solutions for accounting management. Network domain
accounting generally adopts time-based pricing, possibly
differentiating the cost per time unit depending on the
time of the day. This simple model is typically not ap-
plicable to the more complex service aspects belonging
to the application domain, where, for instance, there is
the need to consider the actually received level of Qua-
lity of Service (QoS) and also the dynamic tailoring ef-
fort to downscale the service contents to the specific ca-
pabilities of the client access device.

In roaming services, similarly as in cellular phone
voice ones, the network domain cost management can
be organized as follows. It is the Foreign SP (FSP) that
can meter the network usage of roaming clients, and can
ask the responsible Home SP (HSP) to pay for it by sen-
ding usage reports either directly to HSP or to an agreed
third party. This accounting strategy is based on the as-
sumption that FSPs are capable of metering the con-
sumption of roaming users, e.g., by registering the se-
conds spent in a phone call. This solution model, howe-
ver, is viable only for simple and largely recognized
metering operations, usually carried out via standard
lower-level accounting mechanisms. Considering the
application domain significantly changes the perspective
because application domain accounting management
usually requires to have visibility of very heterogeneous
application-specific service properties and possibly to
enforce very different charging policies for different
SPs. In addition, it is often necessary to take into ac-
count personalized pricing policies resulting from con-
ditions that are negotiated between single users and their
SPs.

The paper presents the design and implementation of
a novel accounting solution, called roaming accounting,
where a HSP can dynamically delegate FSPs to account
its users while they roam in different network localities.
The proposed accounting middleware implements this
form of delegation by shipping the needed metering and
charging logic to the currently involved FSPs at service
provisioning time. This approach permits to apply com-

plex and possibly differentiated billing policies to diffe-
rent classes of users even while roaming. Our solution is
mobile in the sense that accounting middleware compo-
nents can migrate where needed depending on client
mobility patterns by exploiting a Mobile Agent (MA)-
based implementation. The roaming accounting system
is built on top of the Secure and Open MA (SOMA)
platform and exploits a layer of portable middleware
components for application-level monitoring and char-
ging [4] [5].

The rest of the paper is organized as follows. Section
2 gives a brief overview of some existing roaming sce-
narios, i.e., mobile telephony, dial-up Internet and wire-
less Internet. Section 3 sketches the billing schemes
adopted in the previously presented scenarios, by poin-
ting out the motivations for considering also application
domain aspects and the corresponding requirements for
extending state-of-the-art accounting solutions. Then,
Section 4 presents the architecture of our roaming ac-
counting system; some implementation technology in-
sights about the proposed solution are given in Section
5. Conclusive remarks and directions of future work end
the paper.

2. Roaming Scenarios

Roaming is usually defined as the ability of clients to
access services from different SPs while having an ex-
plicit subscription with only one of them [2]. Roaming is
an established feature of mobile telephony and also, alt-
hough to a lesser extent, of dial-up and wireless Internet
access scenarios. To better understand the motivations
of our roaming accounting proposal, let us briefly outli-
ne here these three existing roaming scenarios, respecti-
vely mobile telephony, dial-up Internet and wireless In-
ternet.

Roaming in mobile telephony relates to significantly
different functions in 2™ generation and in 3™ genera-
tion mobile networks. Services supported in the Global
System for Mobile telecommunications (GSM) are
mainly voice calls and Short Message Service (SMS);
these GSM services are provided directly by network
operators, and consequently the roaming process only
involves the network operators. Roaming support is part
of the GSM standard, and GSM operators also cooperate
to achieve agreements on the business/technology
aspects of roaming not addressed by the standard speci-
fication. The roaming scenario in Universal Mobile Te-
lecommunications System (UMTS) is quite different.
UMTS encourages the enrichment and extension of tra-
ditional voice services via partnering of network opera-
tors and application/content providers. UMTS users can
roam and pass from one network operator to another
one, as in GSM networks, but they can also roam
between application/content SPs, independently of the
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specific network locality where they first registered. The
roaming issues of service provisioning over UMTS are
currently subject of several research work [1].

Subscribers of traditional dial-up Internet services
generally use a fixed Internet SP (ISP) and a fixed tele-
phone number to enable their access, independently of
their current location. This is more expensive and less
effective, in terms of both connection time and transmis-
sion quality, than connecting via a locally equivalent
ISP. In dial-up Internet, roaming refers to the ability of
accessing the Internet via a dial-up modem connection
to an ISP chosen among the ones close to the current us-
er locality, with no need for an explicit previous sub-
scription with that ISP. In current solutions for dial-up
Internet roaming, client applications help users in fin-
ding the phone numbers of close ISPs with roaming ar-
rangements/agreements (direct or via roaming brokers)
with their HSPs.

The increasing popularity of Wireless LAN (WLAN)
is creating a new market of Wireless ISPs (WISPs) that
provide users with the accessibility to either the Internet
or a corporate intranet in specially equipped areas, such
as hotel rooms, airports or trade fair halls [2]. The num-
ber of these wireless access points, usually identified as
hot spots, is constantly growing. WISPs are conti-
nuously extending their coverage, thus making more and
more crucial to set inter-WISP roaming agreements. Ro-
aming in this scenario relates to the ability to access
WLANS of different WISPs with no need for an explicit
previous subscription with those WISPs. The provisio-
ning of Internet services with WLAN accessibility is
still in its infancy, and several aspects of roaming servi-
ce management are at the state-of-the-art. However,
WLAN:-enabled scenarios for m-commerce and loca-
tion-dependent provisioning are attracting many net-
work operators and SPs, thus making crucial to investi-
gate and develop novel suitable middleware solutions to
support roaming services.

3. Accounting Issues in Roaming Scenarios

A crucial factor to address in roaming service provi-
sioning is the accounting management, i.e., how to mea-
sure, control, collect and process the distributed infor-
mation about resource usage for charging and billing
purposes. The three roaming scenarios presented above
tend to adopt different accounting models and strategies;
let us first examine them to better understand the moti-
vations for novel and more flexible middleware solu-
tions for application domain roaming accounting.

In GSM roaming, billing solutions are based on the
Call Detail Record (CDR) generated in the visited net-
work. The CDR is generally transferred to a clearin-
ghouse, i.e., a company in charge of ruling and certi-
fying clearing and financial settlement between service

providers [2], and then forwarded to the home operator
of the customer. To support CDR portability, the GSM
association has specified the Transferred Account Pro-
cedure (TAP), a set of standard formats and procedures
for the exchange of roaming-related billing information
between network operators and clearinghouses [2].

In dial-up Internet, roaming ISPs typically do not
have direct mutual roaming agreements, but only an
agreement with a roaming broker. The roaming broker
negotiates a wholesale rate with each of the served ISPs:
it is the roaming broker that will pay the visited ISP for
the time of network connectivity used by its roaming
clients and that will charge the home ISP for that usage.

While roaming is not considered today a high-
priority competitive advantage for dial-up ISPs, it is al-
ready recognized that it represents a key feature for
WISPs, even if accounting models, strategies and solu-
tions are not yet well established in the wireless access
scenario. However, the main guideline emerging is to
adopt similar business and billing models as in GSM ro-
aming, with a direct arrangement between SPs.

These briefly sketched approaches represent the state
of the art in roaming accounting solutions. They clearly
show how the current accounting focus is on billing mo-
dels and payment rules, as with the implicit assumption
that users should be charged exclusively on the basis of
their access time to services. Only within this simplified
perspective it is possible to assume that FSPs can ac-
count roaming users without having further knowledge
about the HSP-specific accounting strategies. For in-
stance, in this perspective the only monitoring operation
needed is to measure the time interval of users’ access to
the provided services. This approach is applicable in
network domain accounting and is suitable for services
where the usage of the network infrastructure is the fun-
damental accounting aspect, such as in telephony servi-
ces.

When dealing with advanced Internet services for
wireless portable devices such as the city guide one, the-
re is the need for application domain accounting solu-
tions where users can be charged also for the accessed
service contents, the actually received QoS levels, and
the needed dynamic adaptations of content formats. To
this purpose, it is necessary to enable the metering of
several different resources at different levels of abstrac-
tion, spanning from the bandwidth used in the access
network locality to the consumed processor/memory on
the content adaptation nodes. In general, it is crucial to
consider also complex and application-level metering
indicators that may be specific for the provided services,
the used access devices, and the Service Level Agree-
ments (SLAS) between the clients and their HSPs.

In application domain accounting, it is no more
practical to assume that FSPs statically and a-priori
know which types of resource consumptions the inco-
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ming roaming users must be charged for. Any SP can
host users from several different HSPs, each one with a
different provisioning and faring policy. To achieve ro-
aming accounting, FSPs should know not only which
pricing strategies to apply and when, but also which re-
source consumption indicators to meter and how.

4. Roaming Accounting Architecture

We claim that application domain roaming accoun-
ting needs novel, dynamic and flexible middleware so-
lutions to enable very differentiated billing schemes at
service provisioning time and to assist the FSP develo-
pers in the treatment of all the accounting-related im-
plementation complexity. We propose a middleware,
indicated as roaming accounting in the following, where
any HSP can delegate FSPs to account its users while
they roam in the network, by shipping both metering and
charging logic locally to the users, when and where nee-
ded. The possibility to move metering/charging logic at
runtime permits to achieve several advantages. First, an
FSP does not need to know statically the accounting lo-
gic applicable to any potential roaming user visiting its
network locality; the FSP does only offer its computa-
tional resources to carry out the accounting operations
performed by the HSP shipped logic. Second, mete-
ring/charging logic mobility may avoid the transfer of
large amounts of raw monitoring information between
SPs or between SPs and clearing houses; this transfer is
generally needed to process the monitoring data for bil-
ling purposes locally either to the involved HSP or to the
interested clearing house.

Along the above guidelines, we have designed and
implemented an accounting middleware solution for ro-
aming environments where clients exploit Wi-Fi net-
work connectivity to access Internet services provided
over the fixed network infrastructure. We have chosen
the IEEE802.11-enabled WISP scenario because of the
definite lack of well-established accounting solutions in
this context and the growing interest recently shown by
the industry and tourism communities for Wi-Fi con-
nectivity. However, our roaming accounting approach is
of general applicability, and can be implemented and
deployed over any of the previously presented roaming
scenarios.

Service usage metering and charging are the basic
functions required in any accounting management solu-
tion, also when considering traditional accounting over
the fixed Internet infrastructure. Metering components
usually work at the network domain level and are avai-
lable at any host providing network accessibility. Their
behavior is driven by the local metering logic, which is
statically installed and depends on the accounting stra-
tegy settled by the local SP, typically the FSPs in roa-
ming scenarios. On the contrary, charging tasks are

usually performed only in special billing hosts, where
the metering data are collected and processed (typically
off-line) accordingly to the local billing policies, i.e., the
billing policies of the user HSP.

On the contrary, in our roaming accounting
middleware, metering components operate at both the
network domain level and the application domain one,
and are available in any host providing network accessi-
bility and/or service contents. They can perform user-
specific programmable tasks, which are expressed by the
metering logic shipped by the user-responsible HSP. In
addition, there are no centralized billing hosts: charging
tasks are completely distributed both in space and in
time. Charging tasks are spatially decentralized because
they are performed directly in the host where the service
is accessed; moreover, they run at service provision
time, thus permitting also the enforcement of dynamic
pricing strategies.

Our metering and charging functions are implemen-
ted as mobile middleware components capable of mi-
grating during service provisioning, to reach the access
locality where the roaming users are accounted locally.
The roaming accounting middleware exploits the Mobile
Agent (MA) implementation technology and, in parti-
cular, is built on top of SOMA. SOMA is a Java-based
general-purpose platform for the design, development
and deployment of MA services in global, open and un-
trusted environments [4].

The architecture of our roaming accounting
middleware consists of three main services: the Mete-
ring Service, the Charging Service, and the Location
Service (see Figure 1).

pownicad ) Roaming Serwces

Roaming Accounting

SOMA Facilities [Monitoring|

Java Virtual Machine

Heterogeneous Distributed System

Figure 1. The architecture of the roaming
accounting middleware.

The Metering Service is implemented in terms of
Metering Mobile Agents (MMAs) that encapsulate the
metering logic to apply to specific classes of users and
that dynamically migrate to the wireless access localities
where the associated accounted users roam during servi-
ce provisioning. Once local to their roaming clients to
account, MMAs exploit the local monitoring mecha-
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nisms available in any SOMA-enabled host to inspect
and extract data about user-specific local resource enga-
gement. In fact, each SOMA execution environment is
equipped with a highly configurable and dynamically
extensible monitoring module that can trace the usage of
different types of resources, at both the system level and
the application one. MMAs locally configure the moni-
toring modules only to trace the resource consumptions
that are specified in their metering logic and needed for
their user-specific charging; this permits to effectively
tune the intrusiveness of on-line monitoring and to signi-
ficantly reduce its overhead [5].

The Charging Service is realized by Charging Mo-
bile Agents (CMAs) that encapsulate the charging logic
to apply in order to produce the final billing reports for
the users accordingly to their SLAs. CMAs move to the
network localities visited by the accounted roaming
users at service provision time, locally process the ac-
counting relevant data which have been metered and lo-
cally stored by MMAs, and finally compile the billing
reports in a completely decentralized way, either just at
the end of the user service session or off-line at specified
time intervals.

To enable the automatic shipping of MMAs and
CMAs to the needed FSPs, our roaming accounting
middleware must have full awareness of the IEEE§02.11
cells where users are currently located and accessing the
services to be accounted for. To this purpose, roaming
accounting includes a Location Service which permits
to overcome the typical location transparency of most
implementations of Wi-Fi-compliant WLANSs. In parti-
cular, as detailed in the next section, our location service
exploits portable mechanisms to achieve the on-line vi-
sibility of the position of wireless client devices and
makes the location information easily accessible to the
other middleware services.

5. Roaming Accounting Implementation
Insights

The roaming accounting middleware models any
kind of interconnected system, from simple Intranet
LANSs to the Internet, in terms of locality abstractions,
i.e., places, default places, and domains. Any network
node hosts one place for the execution of MMAs and
CMAs; several places can be grouped into domain ab-
stractions, each one usually corresponding to one net-
work locality. For instance, one domain can typically
model the group of fixed hosts interconnected in one
LAN and the wireless devices that are currently acces-
sing it via local service access points. In each domain, a
default place is in charge of inter-domain routing func-
tionality (see Figure 2).

In the following, we give some design and imple-
mentation insights on how our middleware realizes the

location, metering and charging services in Wi-Fi-
enabled domains. In particular, the implementation of
the location service and of the metering one requires ad-
dressing some technical challenges at the state-of-the-
art, especially when choosing to work at the application
level over standard connectivity and programming solu-
tions. Section 5.1 is devoted to clarify how to achieve
cell-location visibility independently of the vendor im-
plementation of the IEEE802.11 wireless clients, while
Section 5.2 illustrates how to obtain on-line monitoring
indicators even working on top of the Java Virtual Ma-
chine (JVM) and how MMAs and CMAs perform the
accounting on the basis of these indicators.

Figure 2. The roaming accounting locality abstractions.
5.1. The Location Service

IEEE802.11-compliant wireless solutions tend to hi-
de service developers from all the complexity and de-
tails of mobility management. Application-level mobi-
lity transparency is desirable from the user point of
view, but could limit both service designers interested in
implementing  location-aware  services and  sy-
stems/service administrators willing to consider mana-
gement aspects related to client mobility, as in the case
of roaming accounting. The location service is in charge
of achieving full on-line visibility of the client cell-
location, thus enabling the possibility for our roaming
accounting middleware to trigger the migration of
MMAs and CMAs in the localities where the users are
currently accessing the accounted services.

Any domain hosts a location server running in the
domain default place. The location server directly col-
lects information about the clients currently connected
to the fixed network via its local service access points.
To obtain this information, the location server exploits
the standard Simple Network Management Protocol
(SNMP) [6]: in particular, the location server receives
roaming-specific SNMP traps from the SNMP agents
activated on any wireless service access point in its lo-
cality. SNMP traps are triggered by any new client ter-
minal entrance/exit in/from the served Base Service Set
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(BSS), i.e., the locally served IEEE802.11 [7]. This so-
lution is portable on all the most spread IEEE802.11 im-
plementations; in fact, all major vendors have decided to
support standard SNMP agents in their Wi-Fi service
access points.

The notification of the BSS change of a client auto-
matically triggers the generation and posting of a migra-
tion command to all the client-responsible MMA:s,
which receive the command independently of their cur-
rent location by exploiting the SOMA mobility-enabled
naming and messaging service [4]. On the contrary,
CMA:s follow automatically the user roaming when the
user-specific charging operations should be executed on-
line during service provisioning (see the example in the
following section) or, more usually, simply track the us-
er roaming in order to repeat the same migration path,
off-line and later, when the service administrators decide
to launch the charging and billing processes.

5.2. The Metering and Charging Services

As already sketched in Section 4, the metering servi-
ce is built on top of monitoring modules that are avai-
lable in any place and that locally inspect a wide set of
system/application level indicators about resource con-
sumption. At the system level, any monitoring module
can get information about the processes working on lo-
cal resources and about their usage of the communica-
tion infrastructure. For any process, it can report the
process identifier and name, the CPU usage (time and
percentage, of both the process and the composing
threads) and the allocated memory (both physical and
virtual). Network metering data include, for any process,
the total number of sent/received UDP packets, of
sent/received TCP segments, of TCP connections, and
of TCP/UDP packets received with errors. At the appli-
cation level, monitoring modules can collect information
about all service components accessed from within the
Java execution environment. For any active Java thread,
they can detect any invocation of a dynamically defina-
ble set of methods and any object allocation/deallocation
operation.

To overcome the transparency imposed by the JVM,
the local monitoring module exploits some extensions of
the Java technology: the JVM Profiler Interface
(JVMPI) [8] and the Java Native Interface (JNI) [9]. In
addition, it adopts the Java Management eXtensions
(JMX) [10] to observe the state of both application-level
Java components (modeled as JMX-manageable resour-
ces) and legacy monitoring systems, such as SNMP-
based ones [6], as depicted in Figure 3. JVMPI makes
possible to instrument dynamically the JVM for debug-
ging and monitoring purposes, and the monitoring mo-
dule exploits it to collect, filter and analyze application-
level events produced by Java-based components not

explicitly designed in compliance with the JMX model.
At the kernel level, the monitoring module collects sy-
stem-dependent data by exploiting JMX to interface
with SNMP agents exporting standard Management In-
formation Bases (MIBs). To enable also the monitoring
of hosts without any SNMP agent in execution, the mo-
nitoring module exploits JNI to integrate with platform-
dependent metering mechanisms, which we have cur-
rently implemented for the Windows NT, Solaris, and
Linux platforms. Additional details about the imple-
mentation and the performance results of the adopted
monitoring mechanisms are available in [5].

P ¢ T P 9 9

Monitoring Application Programming Interface (MAPI)
Resource Manager class

‘ MAPI Profiler Agent

MAPI SNMP ‘
‘ JVM Profiler Interface ‘

Agent class

MAPINT || MAPI SVR4 || MAPI Linux

class. class | | class|

JVM + Java Management eXtensions

‘ Java Native Interface ‘

MAPI MAPL MAPT
WindowskM | SV SolariskM | SYMP Linkp | SV
DLL e S0 - S0 e
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Figure 3. The architecture of the monitoring module

The monitoring module launches a new metering
task anytime a user starts accessing services residing in
its place, and forces the task termination at the end of
the user service session. Metering tasks are dynamically
tuned by the MMAs, which follow the roaming clients
and choose both the type of resources to monitor and the
accuracy/frequency of the monitoring probing. This
permits to enforce user/service-dependent metering
logic, by only measuring the parameters that are relevant
for the billing policies agreed between the users and
their SPs.

The user-specific produced metering data are locally
processed by the CMAs to quantify concisely the re-
source consumption according to the user-specific poli-
cies enforced for service faring. For instance, network-
related information can be used to determine the overall
network traffic generated by a user in a service session.
The CPU usage and the memory allocation on a place
can represent a rough estimate of the computational
costs associated with some service downscaling opera-
tions, e.g., when converting an XML-based Web page
into the reduced corresponding Wireless Markup Lan-
guage (WML) one. In addition, monitoring the invoca-
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tion of specific server methods permits to sense the ac-
cess to specific service content.

In the default CMA implementation of the roaming ac-
counting middleware, one CMA follows a roaming user
while processing and collecting her resource usage in-
formation in the different visited localities. The MA
property of maintaining the reached execution state
between migrations allows CMAs to trace the history of
her user’s service usage and charging, by permitting
also the enforcement of pricing strategies depending on
previous service usage. For instance, let us consider a
music download service where the enforced pricing po-
licy specifies the normal possibility to download songs
at a price/song modeled as f{x), where x is the actually
received QoS level. Good clients downloading more
than y songs in the last month, however, should be char-
ged with a minor price/song g(x). To enforce such a bil-
ling policy, it is necessary to know, in any visited do-
main, the number of downloads already performed by
the user, sometimes together with the corresponding
QoS level received, for instance to establish if a pre-paid
service quota has already been totally consumed.

6. Conclusions and On-going Work

The Internet is likely to offer a pervasive and ubi-
quitous environment for service provisioning and this
requires extending the fixed network infrastructure,
when and where needed, to support dynamic service
adaptation to mobile users and portable devices, while
they roam between different network localities, different
WISPs and different content providers. In this context,
effective accounting solutions should consider also the
application domain resources actually consumed during
service provisioning, in order to stimulate a fair resource
sharing among users and to leverage the market of ser-
vices with differentiated quality levels. The paper shows
how highly dynamic support infrastructures exploiting
mobile code programming paradigms are particularly
suitable for the design and implementation of applica-
tion domain accounting in roaming services.

The encouraging results achieved by the first imple-
mented prototypes of application domain roaming ac-
counting on top of SOMA (see
http://lia.deis.unibo.it/Research/Accounting/) are stimu-
lating further work, on the one hand, to facilitate the de-
velopment of dynamically adaptive roaming services,
and, on the other hand, to produce a complete pervasive
accounting system.

We are working on extending our roaming service
infrastructure to support the automatic reconnection of
roaming users to new local SPs that offer service func-
tions similar to the ones they subscribed to in their HSP.
We are defining service classes including SPs with
common characteristics and functionality, and we are

working to describe those characteristics in a standard
representation format suitable for open provisioning en-
vironments such as the Internet. Let us note that UMTS
similarly tend to specify service capabilities and not ser-
vices per se [8]. In particular, we are adopting the emer-
ging Web Services Description Language for a uniform
representation of service characteristics/interfaces and of
the tailoring/adaptation functions that our roaming
middleware makes available locally to the client [12].

In addition, we are integrating our roaming accoun-
ting system with security solutions for the establishment
of trust relationships. In particular, we are adapting the
SOMA security mechanisms to authorize/control the ex-
ecution of incoming MAs to the specific case of accep-
ting metering and charging code from already known
HSPs. The establishment of trust relationships between
different network localities may reduce the security
costs, by permitting the flexible and dynamic choice of
the most suitable security mechanisms and policies de-
pending on the specific deployment scenario [13].

Finally, we are working on the adoption of portable
information models to represent the roaming accounting
data and of high-level declarative specifications to ex-
press the accounting policies to be enforced. After inve-
stigating and analyzing the related proposals at the state-
of-the-art, we have chosen to adopt the charging exten-
sions to the XML-based Master Internet Protocol Detail
Record (IPDR) [14] as the portable format for the ac-
counting data.
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